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Abstract 
The paper proposes novel approach for providing security mechanism for faults estimation and fault tolerance in the automated 
vehicle in order to provide safety through diagnose and rectification of hardware faults. For providing authentication to the 
system, the applicable cryptographic technique implement in the system. The approach is used for system state estimation, 
characterizing the different parameter and detecting actuator and sensor faults occurred in system. An anti-lock braking system
(ABS) is selected as a discrete time embedded system which prevents from locking of wheels when brakes are applied. The 
proposed system provides intelligence and troubleshooting to the ABS system. 
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1. Introduction 
      In the rapid growth of automotive world, industry demands extreme change in the development of automotive 
vehicles. As Security is important in transmitting data, either it is checking purpose or to store data of operation for 
future use. An authentication for system carried out through private key which allow to access service provider. 
Functions involves in automation of vehicle are electronic fuel injection, anti lock braking system, automatic gear 
box and telemetric. For all there is a need of continuous monitoring and controlling functions. For better vehicle 
performance, there has led to the development of different automotive diagnostic protocols for car system. 
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     Embedded systems are specially used to provide intelligence in electronic systems. In the field of automation, for 
example in intelligent cars one electronic controlling unit can responsible to handle more than eighty functions at a 
time. Anti lock braking system is one of the functions which play a very important role in automation field of cars. 
Currently ABS is most important system in a car in point of safety critical issue. Because of sudden faults occurred 
in system, raised of more chances of accident. Hence to prevent from accidents, there is need to tolerate the faults 
and increase the performance and efficiency of ABS. The proposed system provides intelligence and troubleshooting 
to the ABS in the automation field. It also maximizes the limit of the fault tolerance in the system. While the 
proposed ABS system is a Dynamic system in which things change over time. The problem of concurrent design and 
control of dynamic systems explored in this emerge in embedded type of system. The dynamics of these problems 
evolve in discrete time. 
     Real-time monitoring and control are essentially based on discrete-time dynamic systems. The reliability plays a 
crucial role in the system design and operation of Real time Embedded system10. Also System should create 
errorless and highly secure operation. Fault estimation is an interesting and powerful technique, which may 
accomplish number of tasks within a step such as Fault detection is to find a fault at the very early stage and trigger 
an alarm, Fault isolation is to find out which component is being subjected to malfunction or deviation from its 
normal working status, Fault identification is to determine the size and shape of the fault concerned. Fault tolerance 
is the property that allows a system to continue work properly even in the occurrence of faults in system. The fault-
tolerant design avoids the online actuator/sensor switching, enabling a satisfactory operation performance even 
when a fault occurs. Fault estimation is for continuous systems.       
                                  
1.1. Problem definition and braking basics
     Some fault estimation methods for continuous systems cannot be transplanted to discrete-time systems. 
Moreover, Sensor noise & robustness issues were not taken into account in as well as Measurement noise was 
assumed the same as the process disturbances in existence system. So this motivates to reformulate fault estimation 
and fault tolerant design for discrete-time dynamic systems1 with multiple faults (including actuator faults and 
sensor faults) subjected to measurement noise and process disturbances ABS Brakes Problems like ABS makes a 
noise that sounds like rusty hinge, ABS instability failure, ABS Traction Control lights stay on, The number of 
faults existing or intermittent faults, are stored for retrieval in the ECU that affect ABS operation at certain times. By 
considering all problems separately, this project to build a reliable Fault Tolerant System for Safety Critical 
Application. The proposed system provides intelligence to the existence system. It also troubleshoots the ABS in 
this automation field and enhances the limit of the fault tolerance in the system. 
     This paper is emphasis on hardware faults occur in safety critical embedded system which has needed to tolerate 
for safety basis of person and vehicle. Section II presents survey and comparative analysis on fault estimation and 
fault tolerance technique. A proposed system approach and multiple faults occur in system discussed in Section III.   
Section IV describes the methodology towards fault detection and fault isolation, also it represent techniques of fault 
tolerance. Section V concludes the paper. 
2. Related Work  
     In June 2015, Author Zhiwei Gao has proposed approach in paper1 for estimation of discrete-time technique 
which emphasis on states of the system and actuator/sensor faults in discrete-time dynamic system. This particular 
approach of method is proven mathematically. In this paper, traditional approach of fault estimation and fault-
tolerant control technique for integrated discrete-time is applied to the specified system which changes with respect 
to time, which also demonstrates the effectiveness of the developed techniques. Authors Dip Goswami, Daniel 
Müller Gritschneder have categorized the different faults occurred in the system like intermittent hardware faults, 
transient faults and permanent faults. Basically intermittent faults interrupt in loop operation of control feedback 
system2. It shows that within small time packets, it transforms to the high number of control faults seen in loop. The 
highly affected parameter because of intermittent faults leads towards instability. For recover the system, a linear 
matrix inequality based control law technique is used. The proposed technique used by author not only takes less 
recovery time to detect and correct the faults but also tune the system on safe mode. A new method in paper3 on 
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measurement of ABS wheel speed in by data fusion for in-Wheel EVs. For successfully applying this technique, 
used of Back EMF for estimation of wheel speed helps in improvement in the accuracy, reliability and fault 
tolerance. As the proposed fusion based method showed an improvement in wheel speed accuracy through a 
experimental results of fusion measured back EMF signal. The method in paper4 regarding reduce tendency for 
wheel lock and improve the performance of controlling vehicle on slippery road surfaces when brakes are applied. 
As they identified the number of parameter affect the performance of ABS such as variations in weight value, 
friction coefficient of the road, road inclination. So to control a nonlinear system, an intelligent fuzzy control 
method and self-tuning scheme to overcome problems is used. Through simulation, they have showed how to 
develop an adaptive neuro-fuzzy self-tuning PID control scheme to reduce stopping time, improve the performance 
controlling system and limit slip ratio on the ABS brake.  
     In ABS system, detection and isolation of sensor faults and parameter faults possible by applying the design 
procedure successfully6. The SVM techniques have given new approach towards detection of subset of faults and its 
local identification on real time based in vehicle network through diagnosed and isolation process. Following table 
provide parameters of ABS categorize into different types faults of occurred in ABS.  
                                              Table 1.  Faults seen in different Parameter of ABS9,2.
Faults Parameter 
Intermittent fault Kf (area of piston with radius) 
Permanent fault Rr (Radius of wheel) 
Random fault Tb(hydraulic lag time constant) 
Permanent fault I (rotational inertia of wheel) 
Random fault 
Intermittent fault
m (vehicle mass) 
w0 (starting speed of wheel ) 
     While performing the literature survey it is observed that, most of system not having secure mechanism toward 
fault estimation and fault tolerance for multiple faults occurred in system. In 2015 worthy to point out on actuator 
faults or sensor faults. Moreover, Sensor noise & robustness issues were not taken into account in as well as 
Measurement noise was assumed the same as the process disturbances in existence system. In 2014, focus on 
characterized intermittent hardware faults and their effect on any unreliable hardware. It also derived fault model to 
mitigate the impact of these faults. In 2013, used of Back EMF for estimation of wheel speed helps in improvement 
in the accuracy, reliability and fault tolerance of ABS. In 2011, focused on reduce tendency for wheel lock and 
improve the performance of controlling vehicle. In 2005, has proposed a method for fault detection and isolation of 
data driven and model based and improved the diagnostic performance of ABS. So this motivates to reformulate 
fault estimation and fault tolerant design for discrete-time dynamic systems with multiple faults (including actuator 
faults and sensor faults) subjected to measurement noise and process disturbances. The ABS helps to maintain 
steering control for driver under sudden and fast braking and in some situations, to minimize the braking distances.  
Apart from taking individual parameter and faults of ABS to diagnosed, in our proposed plan taking some parameter 
will be estimated such as Speed Fault, Breaking fault (when brakes are applied), Fuel Reading fault and Engine 
Temperature fault. On this parameter, perform fault estimation and fault tolerance control method to provide 
intelligence and troubleshooting to the ABS. In past years, multiple traditional techniques applied on ABS model to 
detection and isolation of sensor faults. Basically for real time faults occur in-vehicle diagnosed through various 
services like Read data by identifier (RDBI), write data by identifier (WDBI) and Generalized likelihood ratio tests. 
These techniques also used to detect a subset of faults that are detect easily. The techniques that provided in past 
years were achieved by fault masking and reconfiguration. In reconfiguration approach having various features of 
fault detection, fault location, fault containment and fault recovery. Fault estimation is a considerable and powerful 
technique, which may performed number of tasks. Fault tolerance in computer system is achieved through 
redundancy in hardware, software, information, and time. By considering above estimated parameter, this project 
built a reliable Fault tolerant system for safety critical Application Following table gives the traditional techniques 
for fault estimation6,4,5,3.
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                                  Table 2. Traditional techniques for fault estimation and isolation.
Faults      Techniques applied 
Faulty Sensor, Engine Overheat Diagnostics tool by RDBI & WDBI 
Slippery surface, low performance ANFIS PID Control Scheme 
Low accuracy, reliability, redundancy In-wheel electric vehicle based on Data fusion 
Sensor faults ,incorrect calibration Bank of Sliding Mode Observer 
Parametric faults and sensor fault Support vector machines, GLRT 
3. Proposed System 
     Proposed system is designed in order to provide novel approach to solve the problems occurs in traditional 
approaches. For secure approach in embedded system, authorization of user is very important. The present system 
includes application of password to have access. As the system is on table, only authorized user will have access of 
system. As current system is on table system, it does not any role of wireless communication protocol. As such 
Private Key cryptography will come out as a first choice over public key cryptography. AES (Advanced Encryption 
Standard) is better option for our system as it required less storage space with high processing speed. Traditional 
approaches was designed in order to provide fault estimation and fault tolerance systems with the most popular 
approach known as  BIST (Built in Self Test) but in the traditional approaches there is no provision of fault 
tolerance, Fault control and estimation by machine itself. It just warns and system suggested for repair.    
    
   
6
Fig. 1.  Architectural block diagram of proposed system 
     Proposed system is developed in order to provide fault tolerance and control mechanism based on distinct 
parameters like speed fault, breaking fault, fuel reading fault and engine temperature fault. But the intelligent 
approach is system itself performing fault tolerance and control after detecting the faults. The beauty of design is at 
time it is performing Fault detection, fault tolerance as well as fault control. Fig. 1 shows Block Schematic of 
Proposed System. 
3.1 Faults in System 
The proposed approach being deal with hardware faults occur in the ABS model and car too which necessarily 
meets hard real time .The faults are as follows  
ENVIRONMENT 
Automated vehicle control 
ECU
User (Security) 
Switch (Temp.)
Switch (Brake)
Switch (Speed)
Switch (Fuel) 
Test
Control 
Unit 
PC
Simulation 
Authentication
803 Tushar S. Khadse and Swapnili P. Karmore /  Procedia Computer Science  78 ( 2016 )  799 – 806 
x Braking Faults (When Brakes are apply ) 
x Speed Faults 
x Fuel Reading faults 
x Engine Temperature fault 
Basically in ABS faults relate with only speed and braking ,where it need to tolerate in hard real time while other 
faults become important in point of view of safety of vehicle and equipment. Engine temperature faults .The other 
important problem being dealt with is that of overheat of engine which causes damage to the equipment. The 
diagnostic faults of engine temperature used here is to safety purpose. This diagnosed faults performs tolerant way 
for faults based on the tolerant technique which illustrate after. As besides to ABS faults, if the vehicle cooling 
system is not working, heating problem can destroy the engine and so fault tolerant step shall be taken until repair of 
faults take place.  
4. Methodology 
   
     In upcoming era of electronic communication process, security plays a very important role in issue of 
transmitting data. The proposed approach improves the performance of a pre-existing ABS system in the field of 
automation. For providing authentication to the system, the applicable cryptographic technique implemented to 
proposed system is AES (Advanced Encryption Standard). The mechanism is access through authorized person for 
Fault estimation and Fault tolerance control of discrete time embedded system. Fault estimation is an interesting and 
powerful technique, which may accomplish number of tasks within a step such as Fault detection, Fault isolation & 
Fault identification. Fault tolerance is the property that allows a system to continue work properly even in the 
occurrence of faults in system. As hardware faults occur in system, so some parameter will be estimated such as 
speed fault, Breaking fault (when brakes are applied), Fuel Reading fault and Engine Temperature fault. These 
Faults parameter can be estimated by incorporating newly BIST as an inbuilt in the ABS and design of such inbuilt 
BIST itself provide provision for testing. System has carried with secure information regarding accessing towards 
embedded system using cryptography concept which having art of secret writing with encryption and decryption 
processes. Here text files i.e. ordinary text converted to cipher text in encoding and vice-versa in decoding. All these 
process carried out on the basis of secret key which are use to uncover the hiding data. The objectives of 
Cryptography provide various services toward Information security such as Confidentiality, Integrity, non-
repudiation and authentication. As symmetric algorithms work on block ciphers which having single secret key to 
encrypt and decrypt the data and also it require less computational processing power. Here AES (Advanced 
Encryption Standard) will be helpful as it is a symmetric block cipher. As subject to condition of more secure, fast 
and flexible AES is used. It also tested for many security applications. For software and hardware, AES is more 
efficient which accepts keys of 128,192 or 256 bits. System uses inbuilt-BIST in the system which itself provide 
provision for testing and improving fault detection accuracy. For checking the mechanism of fault estimation and 
fault tolerance control system, injects faults in the safety critical models, which affect the operation at particular time 
and to overcome these faults, testing and processing occurred in PC where BIST and ABS model connected. Then 
going for compare system performance and effectiveness of proposed system with existence one. The approach is 
proposed to provide intelligence to the ABS system in this field of automation. This technique lead to troubleshoots 
the system and maximize the limit of fault tolerance. 
Fig. 2. Flow Diagram. 
4.1. Fault tolerant techniques 
      In fault estimation and fault tolerance of embedded system emphasis on various techniques which deliver safety 
criticality. Fault tolerance divides into error processing and fault treatment having features of error removal before 
Inbuilt
BIST
ABS Model 
with System 
Output 
Signal
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failure occurs and avoiding faults to be activated again. In error processing approach deals with error detection 
having function of identification of erroneous state. Error diagnosis and recovery having function of damage 
assessment and error-free state substituted to erroneous state. Also fault diagnosis and fault isolation having function 
of determination of error causes and removing faulty components from subsequent execution process .Multiple 
hardware faults occur in system which detect and isolate through following techniques.
x Inbuilt BIST 
x PID based fault detection 
x Wavelet based fault detection 
x Feature based fault detection 
4.2. Working Flowchart 
      
                                                                             
                                      
   
 Fig. 3. Flow chart for proposed plan 
END
Compare System 
performance & result 
analysis of system. 
To make ABS fault tolerance 
control system 
Is Hardware 
Faults Detected & 
Estimated? 
Authentication of user and Allow 
entry in system 
(Secure purpose) 
Introduce faults & allow BIST for 
testing
START 
Design of Model with ABS and 
inbuilt-BIST for model 
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     As per the proposed method, for fault estimation and fault tolerance of discrete time anti lock braking system 
requires to inject faults in system. Inbuilt BIST in the system itself give provision to the testing and detection of 
faults. So processing and manipulating on faults carried out through PC where ABS model is connected. As the 
system should be fault tolerance for that, injects some faults on the basis of which make the system safety critical 
such as Speed Fault, Breaking fault (when brakes are applied), Fuel Reading fault and Engine Temperature fault. By 
considering above faults parameter, Detection of faults carried out by Inbuilt BIST and then it processing the faults. 
After the completion of manipulating process it sends corrected signal to the ABS model which helps to tolerate the 
faults occurring in the system. This mechanism helps to enhance the fault tolerance limit of discrete time embedded 
system. It also compares the performance with the existing system and analyzes the result of proposed system. Apart 
from this method, we can provide intelligence and troubleshoot the ABS system in the field of automation. 
Following flow chart represents step towards the novel approach for fault tolerance control system and embedded 
system security. 
5. Conclusion  
     
     In the world of automation, there is requirement to provide intelligence in embedded system. The proposed 
system provides secure mechanism, intelligence and troubleshooting to the ABS in the automation field .It also 
maximize the limit of the fault tolerance in the system. The authentication for system using AES technique of 
Private key cryptographic makes embedded system secure. The Fault estimation and fault tolerance methods for 
discrete time embedded system like Anti-lock braking system is able to characterize the different parameter which 
make the system safety critical. The proposed work can detect and tolerate the actuator /sensor faults such as Speed 
Fault, Breaking fault (when brakes are applied), Fuel reading fault and Engine Temperature fault. The inbuilt BIST 
in the system which itself provide provision for testing and improving fault detection accuracy. The advantage of 
this project is to maximize the limit of the fault tolerance in the system. The proposed method also allows not only 
to effectively diagnose and estimate faults occurred in the system but also to decide whether this mode is faulty or 
normal. It will give a simplified fault tolerance ABS System as increase the easy of serviceability. It will emulate the 
behavior of a Safety Critical System and check its validity. A simplified system will be reducing the complexity & 
cost. The ABS will more responsible for preventing car accidents and personal injury. This Braking system can also 
applicable to other industry as per requirements. It will provide a secure and adaptable safety critical system to avoid 
failures that are useful to provider. 
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